Hotfix Matrix

Syngo based CT Systems

Overview of relevant Microsoft Hotfixes for WINDOWS XP operating systems concerning syngo CT application software.

Product incompatibility, no solution available!
Product compatibility currently under evaluation
Released modifications for this hotfix available

Hotfix does not affect this OS software version, is already included or does not concern the product application software

Last update:  18. Aug 2009

SW Version Syngo Syngo
WebSpace WebSpace
VA10A VA11A
Operating System Windows Windows
Server 2003 | Server 2003
MS-Bulletin Rel. Date | Description (SP2) (SP2)

MS09-044 Aug. 11, 2009 |Vulnerabilities in Remote Desktop Connection Could
Allow Remote Code Execution (970927)
MS09-043 Aug. 11, 2009 |Vulnerabilities in Microsoft Office Web Components
Could Allow Remote Code Execution (957638)

MS09-042 Aug. 11, 2009 [Vulnerability in Telnet Could Allow Remote Code
Execution (960859)

MS09-041 Aug. 11, 2009  [Vulnerability in Workstation Service Could Allow
Elevation of Privilege (971657)

MS09-040 Aug. 11, 2009 [Vulnerability in Message Queuing Could Allow
Elevation of Privilege (971032)

MS09-039 Aug. 11, 2009  [Vulnerabilities in WINS Could Allow Remote Code
Execution (969883)

MS09-038 Aug. 11, 2009 [ulnerabilities in Windows Media File Processing
Could Allow Remote Code Execution (971557)

MS09-037 Aug. 11, 2009  [Vulnerabilities in Microsoft Active Template Library
(ATL) Could Allow Remote Code Execution
(973908)

MS09-036 Aug. 11, 2009 [Vulnerability in ASP.NET in Microsoft Windows
Could Allow Denial of Service (970957)
MS09-035 Aug. 11, 2009  [Vulnerabilities in Visual Studio Active Template
Library Could Allow Remote Code Execution
(969706)

g. 04, 2009 |Cumulative Security Update for Internet Explorer
(972260)

MS09-033 Jul. 14,2009  [Vulnerability in Virtual PC and Virtual Server Could
Allow Elevation of Privilege (969856)

MS09-032 Jul. 14,2009  [Cumulative Security Update of ActiveX Kill Bits
- (973346)

MS09-031 Jul. 14,2009  [Vulnerability in Microsoft ISA Server 2006 Could
Cause Elevation of Privilege (970953)
MS09-030 Jul. 14,2009  [Vulnerability in Microsoft Office Publisher Could
Allow Remote Code Execution (969516)
MS09-029 Jul. 14,2009  [Vulnerabilities in the Embedded OpenType Font
Engine Could Allow Remote Code Execution
(961371)

MS09-028 Jul. 14,2009  [Vulnerabilities in Microsoft DirectShow Could Allow
Remote Code Execution (971633)

MS09-027 Jun. 09, 2009  |Vulnerabilities in Microsoft Office Word Could Allow
Remote Code Execution (969514)

MS09-026 Jun. 09, 2009  |Vulnerability in RPC Could Allow Elevation of
Privilege (970238)

MS09-025 Jun. 09, 2009  |Vulnerabilities in Windows Kernel Could Allow
Elevation of Privilege (968537)

MS09-024 Jun. 09, 2009  |Vulnerability in Microsoft Works Converters Could
Allow Remote Code Execution (957632)
MS09-023 Jun. 09, 2009  |Vulnerability in Windows Search Could Allow
Information Disclosure (963093)

MS09-022 Jun. 09, 2009  |Vulnerabilities in Windows Print Spooler Could Alloy
Remote Code Execution (961501)

MS09-021 Jun. 09, 2009  |Vulnerabilities in Microsoft Office Excel Could Allow
Remote Code Execution (969462)

MS09-020 Jun. 09, 2009  |Vulnerabilities in Internet Information Services (IIS)
Could Allow Elevation of Privilege (970483)

c

MS09-034 | A

MS09-019 Jun. 09, 2009  |Cumulative Security Update for Internet Explorer
(969897)

MS09-018 Jun. 09, 2009  |Vulnerabilities in Active Directory Could Allow
Remote Code Execution (971055)

MS09-017 May 12,2009 [Vulnerabilities in Microsoft Office PowerPoint Could
Allow Remote Code Execution (967340)

MS09-016 Apr. 14, 2009
Vulnerabilities in Microsoft ISA Server and Forefront
Threat Management Gateway (Medium Business
Edition) Could Cause Denial of Service (961759)
MS09-015 Apr. 14,2009 |Blended Threat Vulnerability in SearchPath Could
Allow Elevation of Privilege (959426)

MS09-014 Apr. 14,2009 |Cumulative Security Update for Internet Explorer
(963027)

MS09-013 Apr. 14,2009 |Vulnerabilities in Windows HTTP Services Could
Allow Remote Code Execution (960803)
MS09-012 Apr. 14,2009 |Vulnerabilities in Windows Could Allow Elevation of
Privilege (959454)

MS09-011 Apr. 14,2009 |Vulnerability in Microsoft DirectShow Could Allow
Remote Code Execution (961373)

MS09-010 Apr. 14, 2009 |Vulnerabilities in WordPad and Office Text
Converters Could Allow Remote Code Execution
(960477)

MS09-009 Apr. 14,2009 |Vulnerabilities in Microsoft Office Excel Could Causg
Remote Code Execution (968557)

MS09-008 Mar. 10,2009 |Vulnerabilities in DNS and WINS Server Could Allo
'Spoofing (962238)

MS09-007 Mar. 10,2009 |Vulnerability in SChannel Could Allow Spoofing
(960225)

MS09-006 Mar. 10,2009  |Vulnerabilities in Windows Kernel Could Allow
Remote Code Execution (958690)

MS09-005 Feb. 10, 2009 |Vulnerabilities in Microsoft Office Visio Could Allow
Remote Code Execution (957634)

MS09-004 Feb. 10, 2009 |Vulnerability in Microsoft SQL Server Could Allow
Remote Code Execution (959420)
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SW Version Syngo Syngo
WebSpace | WebSpace
VA10A VAL1A
Operating System Windows Windows
Server 2003 | Server 2003
MS-Bulletin | Rel. Date | Description SP2) SP2’
MS09-003 Feb. 10,2009 |Vulnerabilities in Microsoft Exchange Could Allow
Remote Code Execution (959239)
MS09-002 Feb. 10,2009 [Cumulative Security Update for Internet Explorer
(961260)
MS09-001 Jan. 13,2009  [Vulnerabilities in SMB Could Allow Remote Code
Execution (958687)
MS08-078 | Dec. 17,2008 |Security Update for Internet Explorer (960714)
MS08-077 | Dec. 09,2008 |Vvulnerability in Microsoft Office SharePoint Server
Could Cause Elevation of Privilege (957175)
MS08-076 Dec. 09, 2008 |Vulnerabilities in Windows Media Components
Could Allow Remote Code Execution (959807)
MS08-075 Dec. 09, 2008 |Vulnerabilities in Windows Search Could Allow
Remote Code Execution (959349)
MS08-074 Dec. 09, 2008 |Vulnerabilities in Microsoft Office Excel Could Allow
Remote Code Execution (959070)
MS08-073 Dec. 09, 2008 |Cumulative Security Update for Internet Explorer
(958215)
MS08-072 Dec. 09, 2008 |Vulnerabilities in Microsoft Office Word Could Allow
Remote Code Execution (957173)
MS08-071 Dec. 09, 2008 |Vulnerabilities in GDI Could Allow Remote Code
Execution (956802)
MS08-070 Dec. 09, 2008 |Vulnerabilities in Visual Basic 6.0 Runtime Extende:
Files (ActiveX Controls) Could Allow Remote Code
Execution (932349)
MS08-069 Nov. 11,2008 |Vulnerabilities in Microsoft XML Core Services Coul
Allow Remote Code Execution (955218)
MS08-068 Nov. 11,2008 |Vulnerability in SMB Could Allow Remote Code
Execution (957097)
MS08-067 Oct. 23,2008 [Vulnerability in Server Service Could Allow Remote
Code Execution (958644)
MS08-066 Oct. 14,2008  [Vulnerability in the Microsoft Ancillary Function Drive
Could Allow Elevation of Privilege (956803)
MS08-065 Oct. 14,2008  [Vulnerability in Message Queuing Could Allow
Remote Code Execution (951071)
MS08-064 Oct. 14,2008  [Vulnerability in Virtual Address Descriptor
Manipulation Could Allow Elevation of Privilege
(956841)
MS08-063 Oct. 14,2008  [Vulnerability in SMB Could Allow Remote Code
Execution (957095)
MS08-062 Oct. 14,2008  [Vulnerability in Windows Internet Printing Service
Could Allow Remote Code Execution (953155)
MS08-061 Oct. 14,2008 [Vulnerabilities in Windows Kernel Could Allow
Elevation of Privilege (954211)
MS08-060 Oct. 14,2008  [Vulnerability in Active Directory Could Allow Remot¢
Code Execution (957280)
MS08-059 Oct. 14,2008  [Vulnerability in Host Integration Server RPC Servic
Could Allow Remote Code Execution (956695)
MS08-058 Oct. 14,2008 [Cumulative Security Update for Internet Explorer
(956390)
MS08-057 Oct. 14,2008 [Vulnerabilities in Microsoft Excel Could Allow
Remote Code Execution (956416)
MS08-056 Oct. 14,2008  [Vulnerability in Microsoft Office Could Allow
Information Disclosure (957699)
MS08-055 Sept. 09, 2008 |Vulnerability in Microsoft Office Could Allow Remote
Code Execution (955047)
MS08-054 Sept. 09, 2008 [Vulnerability in Windows Media Player Could Allow
Remote Code Execution (954154)
MS08-053 Sept. 09, 2008 |Vulnerability in Windows Media Encoder 9 Could
Allow Remote Code Execution (954156)
MS08-052 Sept. 09, 2008 |Vulnerabilities in GDI+ Could Allow Remote Code
Execution (954593)
CERT PC Aug. 28, 2008 [Vulnerabilities in ActiveX Controls
187/08
MS08-051 Aug. 12,2008 [Vulnerabilities in Microsoft PowerPoint Could Allow
Remote Code Execution (949785)
MS08-050 Aug. 12, 2008  (Vulnerability in Windows Messenger Could Allow
Information Disclosure (955702)
MS08-049 Aug. 12,2008 [Vulnerabilities in Event System Could Allow Remot
Code Execution (950974)
MS08-048 Aug. 12, 2008 [Security Update for Outlook Express and Windows
Mail (951066)
MS08-047 Aug. 12,2008 [Vulnerability in IPsec Policy Processing Could Allo
Information Disclosure (953733)
MS08-046 Aug. 12,2008  [Vulnerability in Microsoft Windows Image Color
Management System Could Allow Remote Code
Execution (952954)
MS08-045 Aug. 12,2008 |[Cumulative Security Update for Internet Explorer
(953838)
MS08-044 Aug. 12,2008 [Vulnerabilities in Microsoft Office Filters Could Alloy
Remote Code Execution (924090)
MS08-043 Aug. 12,2008 [Vulnerabilities in Microsoft Excel Could Allow
Remote Code Execution (954066)
MS08-042 Aug. 12, 2008  [Vulnerability in Microsoft Word Could Allow Remote
Code Execution (955048)
MS08-041 Aug. 12,2008 (Vulnerability in the ActiveX Control for the Snapshot
Viewer for Microsoft Access Could Allow Remote
Code Execution (955617)
CERT PC July 18,2008  [Vulnerabilities in Sun Java Runtime Environment
146/08
MS08-040 July 08, 2008  [Vulnerabilities in Microsoft SQL Server Could Allow
Elevation of Privilege (941203)
MS08-039 July 08,2008  [Vulnerabilities in Outlook Web Access for Exchang
Server Could Allow Elevation of Privilege (953747)
MS08-038 July 08, 2008  [Vulnerability in Windows Explorer Could Allow
Remote Code Execution (950582)
MS08-037 July 08, 2008  [Vulnerabilities in DNS Could Allow Spoofing
(953230)
CERT PC July 03,2008  [Vulnerability in Adobe Reader and Acrobat (Update]
128/08
MS08-036 June 10, 2008 |Vulnerabilities in Pragmatic General Multicast (PGM|
Could Allow Denial of Service (950762)
MS08-035 June 10, 2008 |Vulnerability in Active Directory Could Allow Denial
Service (953235)
MS08-034 June 10, 2008 |Vulnerability in WINS Could Allow Elevation of
Privilege (948745)
MS08-033 June 10, 2008 |Vulnerabilities in DirectX Could Allow Remote Code
Execution (951698)
MS08-032 June 10, 2008 |Cumulative Security Update of ActiveX Kill Bits

(950760)
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SW Version Syngo Syngo
WebSpace | WebSpace
VA10A VAL1A
Operating System Windows Windows
Server 2003 | Server 2003
MS-Bulletin | Rel. Date | Description SP2) SP2'
MS08-031 June 10, 2008 [Cumulative Security Update for Internet Explorer
(950759)
MS08-030 June 10, 2008 [Vulnerability in Bluetooth Stack Could Allow Remot
Code Execution (951376)
MS08-029 May 13, 2008 |Vulnerabilities in Microsoft Malware Protection
Engine Could Allow Denial of Service (952044)
MS08-028 May 13, 2008 |Vulnerability in Microsoft Jet Database Engine Coul
Allow Remote Code Execution (950749)
MS08-027 May 13, 2008 |Vulnerability in Microsoft Publisher Could Allow
Remote Code Execution (951208)
MS08-026 May 13, 2008 |Vulnerabilities in Microsoft Word Could Allow
Remote Code Execution (951207)
CERT PC May 08, 2008 |Vulnerabilities in Adobe Reader and Acrobat
091/08
MS08-025 Apr. 08,2008 [Vulnerability in Windows Kernel Could Allow
Elevation of Privilege (941693)
MS08-024 Apr. 08,2008 [Cumulative Security Update for Internet Explorer
(947864)
MS08-023 Apr. 08, 2008  [Security Update of ActiveX Kill Bits (948881)
MS08-022 Apr. 08,2008 [Vulnerability in VBScript and JScript Scripting
Engines Could Allow Remote Code Execution
(944338)
MS08-021 Apr. 08,2008 [Vulnerabilities in GDI Could Allow Remote Code
Execution (948590)
MS08-020 Apr. 08,2008 [Vulnerability in DNS Client Could Allow Spoofing
(945553)
MS08-019 Apr. 08,2008 [Vulnerabilities in Microsoft Visio Could Allow Remot
Code Execution (949032)
MS08-018 Apr. 08,2008 [Vulnerability in Microsoft Project Could Allow
Remote Code Execution (950183)
MS08-017 Mar. 12, 2008 [Vulnerabilities in Microsoft Office Web Components
Could Allow Remote Code Execution (933103)
MS08-016 Mar. 12, 2008 [Vulnerabilities in Microsoft Office Could Allow
Remote Code Execution (949030)
MS08-015 Mar. 12, 2008 [Vulnerability in Microsoft Outlook Could Allow
Remote Code Execution (949031)
MS08-014 Mar. 12, 2008 [Vulnerabilities in Microsoft Excel Could Allow
Remote Code Execution (949029)
CERT PC Feb. 18,2008 [Vulnerabilities in Adobe Reader and Acrobat
048/08
MS08-013 Feb. 12,2008 [Vulnerability in Microsoft Office Could Allow Remots
Code Execution (947108)
MS08-012 Feb. 12,2008 [Vulnerabilities in Microsoft Office Publisher Could
Allow Remote Code Execution (947085)
MS08-011 Feb. 12,2008 [Vulnerabilities in Microsoft Works File Converter
Could Allow Remote Code Execution (947081)
MS08-010 Feb. 12,2008 [Cumulative Security Update for Internet Explorer
(944533)
MS08-009 Feb. 12,2008 |Vulnerability in Microsoft Word Could Allow Remote
Code Execution (947077)
MS08-008 Feb. 12,2008 [Vulnerability in OLE Automation Could Allow Remotf
Code Execution (947890)
MS08-007 Feb. 12,2008 [Vulnerability in WebDAV Mini-Redirector Could Alloy
Remote Code Execution (946026)
MS08-006 Feb. 12,2008 [Vulnerability in Internet Information Services Could
Allow Remote Code Execution (942830)
MS08-005 Feb. 12,2008 [Vulnerability in Internet Information Services Could
Allow Elevation of Privilege (942831)
MS08-004 Feb. 12,2008 |[Vulnerability in Windows TCP/IP Could Allow Denial
of Service (946456)
MS08-003 Feb. 12,2008 [Vulnerability in Active Directory Could Allow Denial
Service (946538)
MS08-002 Feb. 12,2008 [Vulnerability in LSASS Could Allow Local Elevation
of Privilege (943485)
MS08-001 Feb. 12,2008 [Vulnerabilities in Windows TCP/IP Could Allow
Remote Code Execution (941644)
'Cumulative Security Update for Internet Explorer
MS07-069 Dec. 11, 2007 (942615)
Vulnerability in Windows Media File Format Could
MS07-068 | Dec. 11,2007 [Allow Remote Code Execution (941569 and
944275)
Vulnerability in Macrovision Driver Could Allow Loc:
MS07-067 Dec. 11, 2007 Elevation of Privilege (944653)
Vulnerability in Windows Kernel Could Allow
MS07-066 Dec. 11, 2007 Elevation of Privilege (943078)
\Vulnerability in Message Queuing Could Allow
MS07-065 Dec. 11, 2007 Remote Code Execution (937894)
Vulnerabilities in DirectX Could Allow Remote Code
MS07-064 | Dec. 11,2007 |- o ion (941568)
Vulnerability in SMBv2 Could Allow Remote Code
MS07-063 Dec. 11, 2007 Execution (942624)
MS07-062 Nov. 13, 2007 Vulnerability in DNS Could Allow Spoofing (941672)|
Vulnerability in Windows URI Handling Could Allow
MS07-061 Nov. 13, 2007 Remote Code Execution (943460)
CERT PC Oct. 25, 2007 Vulnerability in Adobe Reader and Acrobat
193/07 |
Vulnerability in Microsoft Word Could Allow Remote
MS07-060 Oct. 09,2007 Code Execution (942695)
\Vulnerability in Windows SharePoint Services 3.0
and Office SharePoint Server 2007 Could Result in
MS07-059 Oct. 09, 2007 Elevation of Privilege Within the SharePoint Site
(942017)
Vulnerability in RPC Could Allow Denial of Service
MS07-058 | Oct. 09, 2007 (933729)
‘Cumulative Security Update for Internet Explorer
MS07-057 | Oct. 09, 2007 (939653)
Security Update for Outlook Express and Windows
MS07-056 | Oct. 09,2007 |\, (941202)
Vulnerability in Kodak Image Viewer Could Allow
MS07-055 Oct. 09, 2007 Remote Code Execution (923810)
Vulnerability in MSN Messenger and Windows Live
MS07-054 Sep 11,2007 |Messenger Could Allow Remote Code Execution
(942099)
Vulnerability in Windows Services for UNIX Could
MS07-053 Sep 11, 2007 Allow Elevation of Privilege (939778)
Vulnerability in Crystal Reports for Visual Studio
MS07-052 Sep 11,2007 Could Allow Remote Code Execution (941522)
Vulnerability in Microsoft Agent Could Allow Remote
MS07-051 Sep 11, 2007 Code Execution (938827)
MS07-050 Aug 14, 2007 Vulnerability in Vector Markup Language Could

Allow Remote Code Execution (938127)
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SW Version Syngo Syngo
WebSpace | WebSpace
VA10A VAL1A
Operating System Windows Windows
Server 2003 | Server 2003
MS-Bulletin | Rel. Date | Description SP2) SP2'
Vulnerability in Virtual PC and Virtual Server Could
MS07-049 Aug 14, 2007 Allow Elevation of Privilege (937986)
Vulnerabilities in Windows Gadgets Could Allow
MS07-048 Aug 14, 2007 Remote Code Execution (938123)
Vulnerabilities in Windows Media Player Could Allo
MS07-047 Aug 14, 2007 Remote Code Execution (936782)
Vulnerability in GDI Could Allow Remote Code
MS07-046 Aug 14, 2007 Execution (938829)
o ‘Cumulative Security Update for Internet Explorer
MS07-045 | Aug 14,2007 (937143)
Vulnerability in Microsoft Excel Could Allow Remote|
MS07-044 Aug 14, 2007 Code Execution (940965)
Vulnerability in OLE Automation Could Allow Remot
MS07-043 Aug 14, 2007 Code Execution (921503)
\Vulnerability in Microsoft XML Core Services Could
MS07-042 Aug 14, 2007 Allow Remote Code Execution (936227)
CJI-EZF\:)‘II'OF;C Jul 16, 2007 Vulnerability in Sun Java JRE
C]I_EE;I/-OF;C Jul 16, 2007 Vulnerability in Adobe Flash Player
Vulnerability in Microsoft Internet Information
MS07-041 Jul 10, 2007 Services Could Allow Remote Code Execution
Vulnerabilities in .NET Framework Could Allow
MS07-040 Jul 10, 2007 Remote Code Execution (931212)
Vulnerability in Windows Active Directory Could
MS07-039 Jul 10, 2007 Allow Remote Code Execution (926122)
Vulnerability in Windows Vista Firewall Could Allow
MS07-038 Jul 10, 2007 Information Disclosure (935807)
Vulnerability in Microsoft Office Publisher 2007
MS07-037 Jul 10, 2007 Could Allow Remote Code Execution (936548)
Vulnerabilities in Microsoft Excel Could Allow
MS07-036 Jul 10, 2007 Remote Code Execution (936542)
Vulnerability in Win 32 API Could Allow Remote
MS07-035 Jun 12,2007 Code Execution (935839)
-~ ‘Cumulative Security Update for Outlook Express
MS07-034 Jun 12,2007 and Windows Mail (929123)
o ‘Cumulative Security Update for Internet Explorer
MS07-033 Jun 12, 2007 (933566)
Vulnerability in Windows Vista Could Allow
MS07-032 Jun 12,2007 Information Disclosure (931213)
Vulnerability in the Windows Schannel Security
MS07-031 Jun 12,2007 Package Could Allow Remote Code Execution
Vulnerabilities in Microsoft Visio Could Allow Remots
MS07-030 Jun 12,2007 Code Execution (927051)
Cl Windows Firewall vulnerability
CERTEC [y 10 s Z
C(I)E;T/-OF;C May 16, 2006 Vulnerability in Sun Java JRE
Vulnerability in Windows DNS RPC Interface Could
MS07-029 May 08, 2007 | jiow Remote Code Execution (935966)
Vulnerability in CAPICOM Could Allow Remote Codf
MSQ7-028 | May 08,2007 |g,ecyion (931906)
Cumulative Security Update for Internet Explorer
MS07-027 | May 08,2007 |q3)76e
Vulnerabilities in Microsoft Exchange Could Allow
MS07-026 May 08, 2007 Remote Code Execution (931832)
Vulnerability in Microsoft Office Could Allow Remot
MS07-025 May 08, 2007 Code Execution (934873)
Vulnerabilities in Microsoft Word Could Allow
MS07-024 May 08, 2007 Remote Code Execution (934232)
Vulnerabilities in Microsoft Excel Could Allow
MS07-023 May 08, 2007 Remote Code Execution (934233)
Vulnerability in Windows Kernel Could Allow
MS07-022 Apr 10, 2007 Elevation of Privilege (931784)
Vulnerabilities in CSRSS Could Allow Remote Cod
MS07-021 Apr 10, 2007 Execution (930178)
Vulnerability in Microsoft Agent Could Allow Remote
MS07-020 Apr 10, 2007 Code Execution (932168)
-~ Vulnerability in Universal Plug and Play Could Alloy
MS07-019 Apr 10, 2007 Remote Code Execution (931261)
Vulnerabilities in Microsoft Content Management
MS07-018 Apr 10, 2007 Server Could Allow Remote Code Execution
Vulnerabilities in GDI Could Allow Remote Code
MS07-017 Apr 03, 2007 Execution (925902)
o 'Cumulative Security Update for Internet Explorer
MS07-016 Feb 13, 2007 (928090)
Vulnerabilities in Microsoft Office Could Allow
MS07-015 Feb 13, 2007 Remote Code Execution (932554)
Vulnerabilities in Microsoft Word Could Allow
MS07-014 Feb 13, 2007 Remote Code Execution (929434)
\Vulnerability in Microsoft RichEdit Could Allow
MS07-013 Feb 13, 2007 Remote Code Execution (918118)
Vulnerability in Microsoft MFC Could Allow Remote
MS07-012 Feb 13, 2007 Code Execution (924667)
-~ \Vulnerability in Microsoft OLE Dialog Could Allow
MS07-011 Feb 13, 2007 Remote Code Execution (926436)
Vulnerability in Microsoft Malware Protection Engin
MS07-010 Feb 13,2007 |Could Allow Remote Code Execution (932135)
Vulnerability in Microsoft Data Access Components
MS07-009 Feb 13,2007 |Could Allow Remote Code Execution (927779)
Vulnerability in HTML Help ActiveX Control Could
MS07-008 Feb 13, 2007 Allow Remote Code Execution (928843)
Vulnerability in Windows Image Acquisition Service
MS07-007 Feb 13, 2007 |Could Allow Elevation of Privilege (927802)
Vulnerability in Windows Shell Could Allow Elevatiol
MS07-006 Feb 13,2007 | ¢ Privilege (928255)
\Vulnerability in Step-by-Step Interactive Training
MS07-005 Feb 13, 2007 |Could Allow Remote Code Execution (923723)
CERT PC Eine "Buffer overflow" Schwachstelle bei der
—011/07 Jan. 19, 2007 |Verarbeitung von GIF-Bildern in Sun JRE 1.4.2_12,
LU0 Sun JRE 5.0 Update 09 und altere
CERT PC "Remote Code Execution"-Schwachstellen in Adob:
010/07 Jan. 18,2007 - |Reader und Acrobat Produkten
Vulnerability in Vector Markup Language Could
MS07-004 Jan. 09, 2007 Allow Remote Code Execution (929969)
Vulnerabilities in Microsoft Outlook Could Allow
MS07-003 Jan. 09, 2007 Remote Code Execution (925938)
MS07-002 Jan. 09, 2007 Vulnerabilities in Microsoft Excel Could Allow

Remote Code Execution (927198)
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SW Version Syngo Syngo
WebSpace | WebSpace
VA10A VAL1A
Operating System Windows Windows
Server 2003 | Server 2003
MS-Bulletin | Rel. Date | Description SP2 SP2
Vulnerability in Microsoft Office 2003 Brazilian
MS07-001 | Jan. 09,2007 |Portuguese Grammar Checker Could Allow Remote|
Code Execution (921585)
Vulnerability in Windows Media Format Could Allow|
MS06-078 Dec. 12, 2006 Remote Code Execution (923689)
\Vulnerability in Remote Installation Service Could
MS06-077 Dec. 12, 2006 Allow Remote Code Execution (926121)
‘Cumulative Security Update for Outlook Express
MS06-076 | Dec. 12, 2006 (923694)
Vulnerability in Windows Could Allow Elevation of
MS06-075 | Dec. 12, 2006 Privilege (926255)
Vulnerability in SNMP Could Allow Remote Code
MS06-074 | Dec.12,2006 |, oo ion (926247)
Vulnerability in Visual Studio 2005 Could Allow
MS06-073 Dec. 12, 2006 Remote Code Execution (925674)
'Cumulative Security Update for Internet Explorer
MS06-072 | Dec. 12, 2006 (925454)
CERT PC Schwachstellen im ActiveX ControlAcroPDF.dll
Troaine Dec. 08, 2006
198/06
CERT PC 'Schwachstelle in einem ActiveX Control, das mit
197/06 Nov. 16, 2006  |\yinzip 10.0 installiert wird
Schwachstelle in den Java Runtime Environments
CERT PC Sun JRE 1.4.2_12 (und alter) und Sun JRE 5.0
—_— Nov. 07, 2006 [Update 08 (und alter) erlaubt die Umgehung von
178/06 1 Sichert ingen
Vulnerability in Microsoft XML Core Services Could
MS06-071 Nov. 14, 2006 Allow Remote Code Execution (928088)
Vulnerability in Workstation Service Could Allow
MS06-070 Nov. 14, 2006 Remote Code Execution (924270)
Vulnerabilities in Macromedia Flash Player from
MS06-069 | Nov. 14,2006 |Adobe Could Allow Remote Code Execution
(923789)
\Vulnerability in Microsoft Agent Could Allow Remot
MS06-068 Nov. 14, 2006 Code Execution (920213)
'Cumulative Security Update for Internet Explorer
MS06-067 | Nov. 14, 2006 (922760)
Vulnerabilities in Client Service for NetWare Could
MS06-066 Nov. 14, 2006 Allow Remote Code Execution (923980)
Vulnerability in Windows Object Packager Could
MS06-065 Oct. 10, 2006 Allow Remote Execution (924496)
Vulnerabilities in TCP/IP IPv6 Could Allow Denial of
MS06-064 | Oct. 10,2006 |go . ioo (922819)
Vulnerability in Server Service Could Allow Denial of
MS06-063 | Oct. 10, 2006 |Service and Remote Code Execution (923414)
Vulnerabilities in Microsoft Office Could Allow
MS06-062 Oct. 10, 2006 Remote Code Execution (922581)
Vulnerabilities in Microsoft XML Core Services Coul
MS06-061 Oct. 10, 2006 Allow Remote Code Execution (924191)
Vulnerabilities in Microsoft Word Could Allow
MS06-060 Oct. 10, 2006 Remote Code Execution (924554)
Vulnerabilities in Microsoft Excel Could Allow
MS06-059 Oct. 10, 2006 Remote Code Execution (924164)
Vulnerabilities in Microsoft PowerPoint Could Allow
MS06-058 Oct. 10, 2006 Remote Code Execution (924163)
Vulnerability in Windows Explorer Could Allow
MS06-057 Oct. 10, 2006 Remote Execution (923191)
Vulnerability in ASP.NET 2.0 Could Allow Informati
MS06-056 | Oct. 10,2006 |nigciosure (922770)
Vulnerability in Vector Markup Language Could
MS06-055 Sep 26, 2006 Allow Remote Code Execution (925486)
Vulnerability in Microsoft Publisher Could Allow
MS06-054 Sep 12,2006 Remote Code Execution (910729)
Vulnerability in Indexing Service Could Allow Cross-|
MS06-053 Sep 12, 2006 Site Scripting (920685)
Vulnerability in Pragmatic General Multicast (PGM)
MS06-052 Sep 12,2006 |Could Allow Remote Code Execution (919007)
Vulnerability in Windows Kernel Could Result in
MS06-051 Aug 8, 2006 Remote Code Execution (917422)
\Vulnerabilities in Microsoft Windows Hyperlink
MS06-050 Aug 8, 2006 |Object Library Could Allow Remote Code Execution|
(920670)
Vulnerability in Windows Kernel Could Result in
MS06-049 Aug 8, 2006 Elevation of Privilege (920958)
Vulnerabilities in Microsoft Office Could Allow
MS06-048 Aug 8, 2006 Remote Code Execution (922968)
Vulnerability in Microsoft Visual Basic for
MS06-047 Aug 8,2006 |Applications Could Allow Remote Code Execution
(921645)
Vulnerability in HTML Help Could Allow Remote
MS06-046 Aug 8, 2006 Code Execution (922616)
Vulnerability in Windows Explorer Could Allow
MS06-045 Aug 8, 2006 Remote Code Execution (921398)
Vulnerability in Microsoft Management Console
MS06-044 Aug 8, 2006 Could Allow Remote Code Execution (917008)
Vulnerability in Microsoft Windows Could Allow
MS06-043 Aug 8, 2006 Remote Code Execution (920214)
‘Cumulative Security Update for Internet Explorer
MS06-042 Aug 8, 2006 (918899)
Vulnerabilities in DNS Resolution Could Allow
MS06-041 Aug 8,2006  |Remote Code Execution (920683)
MS06-040 Vulnerability in Server Service Could Allow Remote
(921883) Aug 8, 2006 |code Execution
MS06-039 Vulnerabilities in Microsoft Office Filters Could Alloy
(915384) July 11,2006 |remote Code Execution
MS06-038 Vulnerabilities in Microsoft Office Could Allow
(917284) July 11,2006 |remote Code Execution
MS06-037 Vulnerabilities in Microsoft Excel Could Allow
(917285) July 11,2006 |remote Code Execution
MS06-036 July 11, 2006 \F;u\ner(abg\l{i mEDHCIt Client Service Could Allow
“10143R9) 3 emote Code Execution
914388
MS06-035 Vulnerability in Server Service Could Allow Remote
(917159) July 11,2006  |code Execution
Vulnerability in Microsoft Internet Information
MS06-034. July 11, 2006  [Services using Active Server Pages Could Allow
917537 Remote Code Execution
MS06-033 Vulnerability in ASP.NET Could Allow Information
(917283) July 11, 2006 | pisciosure
MS06-032 Vulnerability in TCP/IP Could Allow Remote Code
—(917953) June 13, 2006 |Execution




SW Version Syngo Syngo
WebSpace | WebSpace

VA10A VAL1A
Operating System Windows Windows
Server 2003 | Server 2003
MS-Bulletin Rel. Date | Description SP2 SpP2’
MS06-031 Vulnerability in RPC Mutual Authentication Could
(913433) June 13, 2006 | Aliow Spoofing
MS06-030 Vulnerability in Server Message Block Could Allow
(914389) June 13, 2006 | Ejevation of Privilege
MS06-029 Vulnerability in Microsoft Exchange Server Running
| June13,2006 |Outiook Web Access Could Allow Script Injection
912442
MS06-028 Vulnerability in Microsoft PowerPoint Could Allow
(916768) June 13,2006 |remote Code Execution
MS06-027 Vulnerability in Microsoft Word Could Allow Remote|
(917336) June 13,2006 |code Execution
MS06-026 \Vulnerability in Graphics Rendering Engine Could
(918547) June 13, 2006 | aliow Remote Code Execution
MS06-025 Vulnerability in Routing and Remote Access Could
(911280) June 13, 2006 | aliow Remote Code Execution
MS06-024 Vulnerability in Windows Media Player Could Allow
(917734) June 13,2006 |remote Code Execution
MS06-023 Vulnerability in Microsoft JScript Could Allow
(917344) June 13,2006 |remote Code Execution
MS06-022 Vulnerability in ART Image Rendering Could Allow
(918439) June 13,2006 |remote Code Execution
MS06-021 Cumulative Security Update for Internet Explorer
—(q-] 6281) June 13, 2006
MS06-020 Vulnerabilities in Macromedia Flash Player from
(913433) May 09,2006 |adobe Could Allow Remote Code Execution
MS06-019 Vulnerability in Microsoft Exchange Could Allow
(916803) May 09, 2006  |Remote Code Execution
\Vulnerability in Microsoft Distributed Transaction
MS06-018 .
S—o- | May09,2006 |Coordinator Could Allow Denial of Service
913580
MS06-017 ; Vulnerability in Microsoft FrontPage Server
(917627) April 11, 2006 | Extensions Could Allow Cross-Site Scripting
MS06-016 April 11, 2006 ‘Cumulative Security Update for Outlook Express
(o11567) | "M
MS06-015 . Vulnerability in Windows Explorer Could Allow
(908531) April 11, 2006 |Remote Code Execution
MS06-014 Vulnerability in the Microsoft Data Access
.| April11,2006 |Components (MDAC) Function Could Allow Code
911562 Execution
MS06-013 } 'Cumulative Security Update for Internet Explorer
—(q-] 2812) April 11, 2006
MS06-012 Vulnerabilities in Microsoft Office Could Allow
(905413) Mar 14,2006 |Remote Code Execution
MS06-011 Permissive Windows Services DACLs Could Allow
(914798) Mar 14, 2006 |gjevation of Privilege
MS06-010 Vulnerability in PowerPoint 2000 Could Allow
(889167) Feb 14,2006 | nformation Disclosure
MS06-009 Vulnerability in the Korean Input Method Editor
(901190) Feb 14,2006 |coyid Allow Elevation of Privilege
MS06-008 Vulnerability in Web Client Service Could Allow
(911927) Feb 14,2006 |Remote Code Execution
MS06-007 Feb 14, 2006 Vulnerability in TCP/IP Could Allow Denial of Servict
(913446)) '
~ \Vulnerability in Windows Media Player Plug-in with
MS06-006 Feb 14,2006  [Non-Microsoft Internet Browsers Could Allow
911564 Remote Code Execution
MS06-005 Vulnerability in Windows Media Player Could Allow
(911565) Feb 14,2006 |Remote Code Execution
MS06-004 Cumulative Security Update for Internet Explorer
o e— Feb 14, 2006
(910620)
MS06-003 Vulnerability in TNEF Decoding in Microsoft Outlool
e Jan 10, 2006 |and Microsoft Exchange Could Allow Remote Code
902412 Execution
MS06-002 Vulnerability in Embedded Web Fonts Could Allow
(908519) Jan 10,2006 |Remote Code Execution
MS06-001 Vulnerability in Graphics Rendering Engine Could

(912919) Jan 05,2006 |ajiow Remote Code Execution

Implementation of released Service Packs and/or Hotfixes only after syngo CT application software is installed!
For Windows XP_SP1 based software (VB10B, VB19C and VB15B ) are currently no hotfixes provided.
1) implemented within syngo delivery
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