
Ultrasound System Security

System security is a critical 
concern among healthcare 
providers and customers. 
Siemens has integrated 
advanced and comprehen-
sive security technology, 
Ultrasound System Security 
(USS), directly into its 
ultrasound platforms*.

Powered by McAfee™

* Siemens USS is integrated on the 
ACUSON SC2000™ ultrasound 
system, all versions, and the 
ACUSON S2000™ ultrasound 
system, version 3.0 and above. 
It is planned for the ACUSON 
X300™ ultrasound system future 
releases.

Key Benefits

 ◾ A comprehensive solution to protect 
systems against different types of 
security threats

 ◾ Minimal impact on system 
performance due to USS low 
overhead software solution

 ◾ Lower operational cost without 
manual effort

 Key Features

 ◾ Effectively prevents execution of all 
unauthorized software, scripts and 
dynamic-link libraries (DLLs)

 ◾ Automatically accepts new software 
added through an authorized 
process

 ◾ Alleviates IT overhead with 
centralized administration

Comprehensive. Secure. Certain. 

Siemens Ultrasound System Security 
(USS) is one of the industry’s most 
advanced, automated and proactive 
security solutions available today. 
Utilizing the McAfee™ Embedded 
Control Security solution, USS protects 
against advanced persistent threats, 
viruses, malware and other executing 
software. The software combines 
industry-leading application control 
and change control technology to 
ensure that only trusted applications 
run on the systems. It blocks 
unauthorized access, protects against 
threats from both networks and 
infected thumb drives and provides 
control over when, and by whom, 
changes are allowed.

This means you can focus on providing 
patient care and taking advantage 
of Siemens pioneering workflow 
innovations rather than investing 
additional time and resources on 
configuring, updating and managing 
system security.

Answers for life.



ACUSON, S2000, SC2000 and X300 are trademarks of Siemens 
Medical Solutions, USA, Inc. McAfee is a trademark of McAfee, Inc.

Order No. A91US-189-1E-4A00 | Printed in Germany | 
CC US WS 10115. | © 10.2011. Siemens Medical Solutions USA, Inc.

Global Siemens Headquarters 
Siemens AG
Wittelsbacherplatz 2
80333 Muenchen
Germany

Global Siemens Healthcare Headquarters 
Siemens AG
Healthcare Sector
Henkestrasse 127
91052 Erlangen
Germany 
Phone: +49 9131 84-0

Legal Manufacturer 
Siemens Medical Solutions USA, Inc.
Ultrasound
1230 Shorebird Way 
Mountain View, CA 94043 USA
Phone: +1-888-826-9702

www.siemens.com/ultrasound

Light Load. Heavy Hitter. 

Siemens USS software blocks unauthorized executable 
programs and does not require frequent signature 
or scanner updates. It automatically and seamlessly 
provides security protection in the background 24/7 – 
online and offline. This makes it an especially valuable 
feature for hospitals, labs or private practices that rely 
on networked and portable ultrasound systems.

Siemens USS requires much less resource allocation 
than a typical virus protection solution, providing 
continuous security without affecting the ultrasound 
system’s high-performance imaging or workflow 
applications. In addition, Siemens USS audits and 
documents all changes to critical system files, aiding 
in regulatory compliance, patient data privacy and 
control requirements of the FDA and HIPAA.

Siemens Remote Service – Better than Ever. 

Siemens USS works together with Siemens Remote 
Service. This means data transfers between Siemens 
and customers’ ultrasound systems are secure (and 
certified by TUV). You can confidently take advantage 

USS is as simple as 1, 2, 3.
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of a suite of available cost-effective, interactive service 
and support capabilities. These range from remote 
service access, data transfers, auto-reporting, remote 
software updates, and remote application training.

Integrating USS with Siemens Remote Service is 
simple and convenient:

 ◾ The Siemens system is pre-installed with USS – it 
requires no customer IT support for configuration 
or updates.

 ◾ Siemens’ local service engineer can quickly connect 
the customer system to Siemens Remote Service with 
one onsite visit.

 ◾ You can begin taking advantage of remote service 
capabilities available through a secure connection.

For more information on Ultrasound System Security, 
contact your local Siemens sales representative.


