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The national push for a connected, integrated healthcar
putting increased demands on our IT infrastructure

e system is 
. Data, that in 

the past was isolated within an application or healthcare entity, 
needs to be shared in ways that will benefit the health of individual 
patients as well as reduce costs. Our challenge today is to find ways
to integrate our healthcare networks with other communities, 
states, and perhaps countries. 

 
A comprehensive review of past, present, and future 
interoperability standards, and how Siemens reinforces them. 
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The term interoperability is broadly defined as: 

tion, usu
rge heterogeneous network. 

izations t

nd diverse systems in 
unt socia

Interoperability means the ability of health infor
in and across 

ndaries in order to advance th
elivery of healthcare for individuals an

g

 The ability to exchange and use informa
ally in a la

-

o 

a 
l, 

-

 The ability of diverse systems and organ
work together. 

 Connecting people, data a
technical or broad way, taking into acco
political and organizational factors. 

And more specifically to healthcare: 

mation systems to work together with
organizational bou e 

d effective d
communities. (HIMSS.or ) 

ogy perspective, interop-

 User interface interoperability 

Siemens has identified these three categories as the 
keys to broad health system interoperability. is 
paper we will outline Siemens answers to these chal-
lenges as well as our strategic interoperability direc-
tion. 

 

 

What is interoperability? 

Health Information Ex
Health Portals 

Before delving into differe
tions for interoperability, we need t
topic that is central to any hea
bility strategy today – Healthc
Exchange. This term can be us
or a noun. The verb form is t
exchanging or moving data be
providers, or entities. The nou
viated as HIE, is an o

change and  

nt standards and solu-
o touch on a 

lthcare interopera-
are Information 
ed either as a verb 

he actual process of 
tween two systems, 
n, frequently abbre-

rganization that oversees and 
alth-related informa-

andards. Both the 
ta and the actual HIE 
data are affected by 
rability.”  

ay to communicate 
uthorized parties, 

 family members. While Healthcare 
Information Exchange usually refers to the move-
ment and storage of various pieces of healthcare 
data, a portal is typically the “viewer” or gateway 
to bring it all together. Portals, like HIEs, benefit 
from the various interoperability technologies that 
will be explored in this paper. 

governs the exchange of he
tion, usually via recognized st
process of exchanging the da
organizations that exchange 
the broader topic of “interope

Health Portals are another w
patient-specific data between a
patients, and

From a healthcare technol
erability specifically involves: 

 Data exchange 

 Infrastructure interoperability 

 In th
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Figure 1. Components of Interoperability 
Interoperability in healthcare revolves around three major layers of technology – user interfaces, data, and infrastructure. 
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Traditional Data Exchange 

en 
 s

DT),
hes

lve very sp
 direc

y, t
a in

structure the data for the most common types of 

em con-
prietary 

ore 
em. 

ce engines” 
metimes reinterpret 

the data as it was moved from one system to another. 
These interface engines are responsible for receiving 
the data from one system, reformatting it as needed 
for the receiving system, and then forwarding it on. 
Modern interface engines perform additio  fea-

f data and audit-

 

Interfaces 

For more than 25 years, interfaces betwe
healthcare IT systems have exchanged data
admissions, discharges, and transfers (A
results, and charges. Originally many of t
face solutions were designed to so

separate 
uch as 

 orders, 
e inter-
ecific 

connectivity issues and were written as
tions between two specific systems. Toda
interfaces handle the vast majority of dat
erability between healthcare IT systems.  

Over time interface standards were develo

t connec-
hese 
terop-

ped to 

interfaces. Vendors implemented these stan
interfaces in ways that best suited their syst
figurations. But this often resulted in a pro
standard interface that needed modification bef
data could be transferred to a foreign syst

To streamline these modifications, “interfa
were developed to format and so

dard 

nal
tures, such as verifying the receipt o
ing interface reliability and performance. 

System
A

System
B

Interface
Engine

Outbound
Interface

Inbound
Interface

System
A

System
B

Interface
Engine

Outbound
Interface

Inbound
Interface

 

Figure 2. Data transformation via an interface engine 
Data leaving System A is reformatted by an interface engine so 
it can be forwarded and interpreted by System B. 

 

ed environ-
le vendors and cus-
riety of technologies. 

ntation process for 
s that includes thorough 

ation helps to en-
erface environ-

d achieves its over-
all objectives for the healthcare organization. 

While these long-established interfaces are very pow-
erful, they may not easily scale nationwide or globally 

patient information. Limitations of this tradi-
tional approach include, but are not limited to: 

 Technological 

 Economic 

 Privacy and Security 

ata exchange implications of 
interoperability? 
What are the d

 

Healthcare IT remains a very fragment
ment, with solutions from multip
tom applications using a wide va
The use of a standardized impleme
custom and model interface
testing and appropriate document
sure that the entire integration or int
ment is stable and supportable, an

to share 
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Data Exchange Standard

Regardless of the design nature of an inter
dards are frequently employed. The followi
some of the 

s 

fa
n

most common healthcare interf
nologies, and their standards bodies who au

intain them. 

ce, stan-
g are 
ace tech-
thor and 

ma

X12 

ASC X12 is not a technology. It is a body o
chartered by the American National Stan
tute (ANSI) in 1979 to develop 

f e
dard
 dat

xperts 
s Insti-
a inter-electronic

change (EDI) standards for national and glo
kets. With more than 315 X12 EDI standard
expandi

b
s and an 

ng number of X12 XML schemas, AS
 and ex-

lud
e, tr

nd

ds t
te electronic interchange relating to bus

transactions such as sales order placement a
ng, shipping and receiving information, i

payment and cash application data, and data
ce, transpor-

l go

al mar-

C X12 
enhances business processes, reduces costs
pands organizational reach. Members inc
dards experts from health care, insuranc
tion, finance, government, supply chain, a
industries.  

The ASC X12 body comes together three tim
year to develop and maintain EDI standar
cilita

e stan-
ansporta-
 other 

es each 
hat fa-
iness 
nd proc-
nvoicing, 
 to and 

essi

from entities involved in finance, insuran
tation, supply chains, and state and federa
ments.  

HL7 

Health Level Seven International (

vern-

HL7) is a n
profit, standards-developing organization de
to providing a framework for the exchange, i
tion, sharing, security and privacy, and retrie
electronic health information. HL7’s members repre-
sent more than 90% of the information systems ven-
dors serving healthcare. The term "HL7" is also used 
to refer to specific standards created by the organiza-
tion, of which their v2.x standards are the most com-
monly used in the healthcare world. 

s to support health-
eated in 1989. It 

ssages to support 
administrative, logistical, financial, and clinical proc-

ndard has been up-
. 

n-XML encoding 

roperability between 
systems (PAS), elec-

 systems, labora-
ary, pharmacy and 

ng systems as well as electronic medical record 
(EMR) or electronic health record (EHR) systems. Cur-

ly, HL7’s v2.x messaging standard is supported by 
every major healthcare information systems vendor in 

o support all 
nt of version 3 

tial standard 
rd, unlike v2, is 

 formal methodology (the HDF) and object-
oriented principles. While HL7 version 2.x is much 

y adopted in the USA, HL7 v3 has a better 
te in other countries such as Canada. The 

es a series of elec-
ns” to support all 
sages are based on 

The Reference Information Model

ot-for-
dicated 
ntegra-
val of 

HL7 v3 messaging standard defin
tronic messages called “interactio
healthcare workflows. HL7 v3 mes
an XML encoding syntax. 

RIM - ISO/HL7 21731 

HL7 version 2.x 

The HL7 version 2 standard aim
care workflows. It was originally cr
defines a series of electronic me

esses. Since its adoption, the sta
dated regularly

HL7 v2.x mostly uses a textual, no
syntax based on delimiters. 

HL7 v2.x has allowed for the inte
electronic patient administration 
tronic practice management (EPM)
tory information systems (LIS), diet
billi

rent

the United States. 

HL7 version 3 

The HL7 version 3 standard aims t
healthcare workflows. Developme
started around 1995, resulting in an ini
publication in 2005. The v3 standa
based on a

more widel
adoption ra

 (RIM) is the corner-
stone of the HL7 v3 development process and meth-
odology. RIM expresses the data content needed in a 
specific clinical or administrative context and provides 
an explicit representation of the semantic and lexical 
connections that exist between the information car-
ried in the fields of HL7 messages. The RIM is essen-
tial to increased precision and reduced implementa-
tion costs. 

 

http://www.x12.org/x12org/index.cfm
http://www.x12.org/x12org/about/faqs.cfm#a1
http://www.x12.org/x12org/about/faqs.cfm#a1
http://www.hl7.org/index.cfm
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CDA / CCD / CCR 

Clinical Document Architecture (CDA)
(CDA R1), became an ANSI-approved HL7 s
2000, representing the first speci

 Rele
ta

fication der
(

t spe
en
derive their 

ning from the HL7 er-
HL7 v3 
ment, but 

sed to ex-

contain many data sections, all 
or hu-

me of 
ich may 
rposes of 

 for the more 
o CCD and CCR. 

n
al su

e
r

a set of the 
ic, and clini-

ient's healthcare, 
ers. It pro-

er, system, 
a about 

titioner, sys-
ntinuity of care. Its 

primary use case is to provide a snapshot in time 
containing the pertinent clinical, demographic, and 
administrative data for a specific patient. 

The CCD specification contains U.S. specific require-
ments. Its use is therefore limited to the U.S. The U.S. 
Department of Health & Human Services Office of the 
National Coordinator (ONC) for Healthcare IT has 
selected the CCD as one of its standards. 

CR) and CCD are 
ds. However, CCD R1 

ty of 
have been har-

ens, the CDA stan-
 a more comprehen-
r defining clinical 

iemens, collaborating with the HIMSS 

ase One 
ndard in 
ived 
RIM). 

cifies the 
ts" for 

 

The Continuity of Care Record (C
often seen as competing standar
is an HL7 CDA implementation of the Continui
Care Record (CCR) and their contents 
monized. But in the view of Siem
dard, including the CCD, provides
sive and extensible framework fo
documents. S

from the HL7 Reference Information Model 
CDA R2 became a standard in May 2005.  

CDA is a document markup standard tha
structure and semantics of "clinical docum
the purpose of exchange. CDA documents 
machine-processable mea

EHR Association
Ref

, has created a detailed spreadsheet 
(available upon request) showing how CDA includes 
all CCR data and much more. 

 

ence Information Model (RIM) and use the 
data types. CDA itself is not a specific docu
a flexible XML architecture that can be u
press many types of documents. 

A CDA document can 
of which contain mandatory narrative text (f
man readability and interpretation), and so
which contain structured data elements wh
be coded using standard vocabularies for pu
software processing. 

This architecture provides the framework
commonly referred t

A Continuity of Care Document (CCD) is o
example of a CDA document. It is a clinic
document for an individual patient, formatt
specific technical standard to facilitate accu
change between systems. 

This patient summary contains a core dat
most relevant administrative, demograph
cal information facts about a pat

e specific 
mmary 

d to a 
ate ex-

covering one or more healthcare encount
vides a means for one healthcare practition
or setting to aggregate all of the pertinent dat
a patient and forward it to another prac
tem, or setting to support the co

Coded Data per 
ARRA MU 

Requirements

Coded Data per 
ARRA MU 

Requirements

 

Figure 3. Anatomy of a CCD 
The CCD leverages standardized clinical summary data as de-
fined by a CCR, which is then wrapped inside the architecture of 
the HL7 CDA standard. The CCD is now endorsed by the U.S. 
ONC as the harmonized format for exchange of clinical informa-
tion. 

 

http://www.hl7.org/implement/standards/cda.cfm
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IHE Profiles and Standards 

Integrating the Healthcare Enterprise (IHE
tional, Incorporated is a non-profit organiza
enables users and developers of healthcar
tion technology to achieve interoperabi
the precise definition of healthcare tasks, t
cation of standards-based communication
systems required to support those tasks, an
testing of systems to determin

) Interna-
tion that 

e informa-
lity through 

he spe
 betw

d th
e that they confo

izatio
 by v

cifi-
een 
e 
rm to 
n is 
ari-

the specifications. The output of the organ
managed by IHE committees and sponsored
ous national and international bodies. 

IHE Technical Frameworks provide standa
ing information within care sites and across
Each framework contains integration “

rds for 
 net

ofiles

shar-
works. 

pr ” t
ed to
tients

 and in
s the a

equired t
eferencing appr

ontribu
di

 care
works

mples 

g

hat 
 in-
, 
for-
ctors, 

address critical interoperability issues relat
formation access for care providers and pa
clinical workflow, security, administration
mation infrastructure. Each profile define
transactions, and information content r o 

opri-
ted 

ng, 
 co-

. 

address the clinical use case by r
ate standards. Siemens has successfully c
to the development of many IHE profiles inclu
but not limited to, IT infrastructure, patient
ordination, and radiology technical frame

IHE IT Infrastructure Profile Exa

 XDS – Cross-enterprise Document Sharin , re
 docu
g from
patient fa-
 d posit 

le Inter-

gis-
ments 
 phy-

ters and shares electronic health record
between healthcare enterprises, rangin
sician offices to clinics to acute care in-
cilities. A typical use of XDS would be to
and retrieve CCDs to and from an HIE. 

e

 XDR – Cross-enterprise Document Reliab
change, provides a standards-based sp
for managing the interchange of docum
healthcare enterprises have decided to e
exchange using a reliable point-to-point ne
communication. A typical use of XDR w
move CCDs be

ecif ation 
ents that 
xplicitly 

twork 
ould be to 

tween and acute care facility and 
ambulatory practice without connecting to an HIE. 

 PIX – Patient Identifier Cross Referencing,

ic

 synchro-
nizes patient identifiers between hospitals, care 
sites, health information exchanges, etc. A typical 
use of PIX would be to link or associate medical re-
cord numbers between an acute care or ambula-
tory practice and an HIE, thus enabling accurate 
XDS transactions when clinical data exchange be-
comes necessary. 

ication Integration 

 

 Audit Trail and Node Authent
Profile (ATNA) establishes secu
which, together with the Securi

rity measures 
ty Policy and Pro-

cedures, provide patient information confidential-
 integrity, and user accountability.  

 

 

 

ity, data

The Direct Project 

The Direct Project is an ON
tion comprising more than 50 
purpose is to define standard
enable simple, direct, secure, sc
support meaningful exchange amon
trusted participants. These exch
common use cases, such as a “p
tion for referrals and consultati

C-sponsored collabora-
organizations.  Its 

s and services that 
alable transport to 

g known 
anges include 
ush” of informa-

ons between pro-
viders collaborating in a patient’s care. The project 

secure encrypted e-
ers with and without 
een direct SMTP and 
ations used by many 

nded to replace 
changed today (e.g., 

 them. Siemens sup-
well as the bridge to 

es in the project, 
and co-authored the Direct Project Overview

produced specifications for 
mail exchanges among provid
EHRs, as well as a bridge betw
the IHE XDR and XDM specific
EHRs.  

The Direct Project was not inte
other ways information is ex
HL7 or IHE) but to augment
ports the Direct protocol as 
IHE. Siemens actively participat

, 
editing many of the specifications and supporting 
documents. Siemens is now working in New York 
with Albany Medical Center, MedAllies, and sev-
eral other EHR vendors to implement direct ex-
change in one of the first Direct pilot projects. 
This project was prominently showcased at HIMSS 
2011.  

 

http://www.ihe.net/
http://www.ihe.net/Technical_Framework/
http://www.ihe.net/profiles/index.cfm
http://www.ihe.net/profiles/index.cfm
http://www.ihe.net/profiles/index.cfm
http://www.ihe.net/profiles/index.cfm
http://www.ihe.net/profiles/index.cfm
http://www.ihe.net/profiles/index.cfm
http://wiki.directproject.org/
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DICOM 

Digital Imaging and Communications in M
(

edicine 
DICOM) is a standard for defining how to h

store, print, and transmit medical images s
scans, MRIs, and u

a
uc

ltrasound. The DICOM stan
ur
 a

for 
 sched
s to tra
ion sys

 systems (RIS), and 
ture archiving and communication systems (PAC

port the DICOM standard. This allows differ
dors to accurately exchange electronic medi

guage (XML

ndle, 
h as CT 
dard was 
ers As-
nd view-

created by the National Electrical Manufact
sociations (NEMA) to aid in the distribution
ing of medical images. 

The DICOM standard defines a file format 
images and related information (such as
dose reports, etc.) and network protocol
this information. Many hospital informat
(HIS), radiology information

medical 
uling, 
nsmit 
tems 
pic-
s) 

ent 
cal 

sup
ven
images and associated information. 

XML 

Extensible Markup Lan ) is a stand
defined by the World Wide Web Consortium 
XML is a markup language, similar to HTML, 
XML was designed to transport or store data
than to display it. Many applications use XML
port and make data available to application p
gramming interfaces (APIs). 

lity 

ically among pro-
ut it does not fully 

. Text documents 
umans, but they don’t 

contextual mean-
o accurately and safely process the 

stems. Without 
 interoperability, EHR interfaces aren’t much 

.  

nique to healthcare. 

 information prop-
g system in the 
 transmitting sys-

m. ‘Proper interpretation’ means that the trans-
d appropriately by a 

use the logical im-
plications derivable from transmitted information 

e sending system 

 not just humans, 
formation in the same 

ing to Terms”

ard 
(W3C). 
although 
 rather 
 to im-
ro-

will be the same as those that th
would derive.”  

Essentially, computer systems, and
must be able to interpret the in
way.  

HL7, in its white paper titled 

Semantic Interoperabi

Transmitting information electron
viders’ systems is advantageous, b
realize the potential of healthcare IT
or screen displays are fine for h
help EHR systems understand the 
ing, or semantics, t
information received from other sy
semantic
more than glorified fax machines

Semantic interoperability is not u
Wikipedia defines it as:  

“. . . the ability of computer systems to communi-
cate information and have that
erly interpreted by the receivin
same sense as intended by the
te
mitted information will be use
receiving computer system beca

“Com , con-
ity to use the in-
d means not only 

le to communicate 
hey must employ 

ions.” For example, if 
atient’s list of medi-
g systems must “un-
y, and discern when 

., Advil vs. Ibupro-
erent. Anything less 

Support for industry standards is a prerequisite to 
semantic interoperability. The ONC has already de-
fined many standards as part of Stage 1 Meaningful 
Use (MU). These include formats like HL7 2.5.1 and 
the CCD, vocabularies such as SNOMED-CT for prob-
lems, LOINC® for lab observations, CVX for immuniza-
tions, and ICD9 or CPT4 for procedures. Siemens sup-
ports all MU standards and more within its product 
portfolio. 

cludes that “in healthcare, the abil
formation that has been exchange
that healthcare systems must be ab
with one another, but also that t
shared terminology and definit
the information exchanged is a p
cations, the sending and receivin
derstand” the list in the same wa
terms are synonyms or related (e.g
fen) as well as where they are diff
could risk patient safety. 

 

http://medical.nema.org/
http://www.hln.com/assets/pdf/Coming-to-Terms-February-2007.pdf
http://www.hln.com/assets/pdf/Coming-to-Terms-February-2007.pdf
http://www.hln.com/assets/pdf/Coming-to-Terms-February-2007.pdf
http://www.hln.com/assets/pdf/Coming-to-Terms-February-2007.pdf
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Siemens Answers – Data 
Exchange Interoperability 

ycle

N
p

sent
in
e

anged (e.g., 
l

stem, clinical data packa
a CCD). These “primary” applications have an

y utilizing data that confo
industry standard vocabularies (e.g., SNOME

Siemens Clinical and Revenue C
Applications 

Siemens applications like Soarian®, INVISIO
MedSeries4® may not be considered “intero
solutions” in themselves. Yet they are es
ticipants in an interoperable healthcare IT 
ture. These critical applications both provid
some cases consume the data that is exch
prescriptions sent to a retail pharmacy, resu
ceived from a lab sy

 

®, and 
erability 

ial par-
frastruc-
 and in 

ts re-
ged into 
 impact 
rms to 

D-CT and 
on data exchange b

ICD9 codes for problems). 

Siemens OPENLink 

Siemens OPENLink™ is an application-indep
interface engine that connects a wide rang
healthcare IT solutions, enabling organ
wide to achieve their connectivity goals an
secure communication

e
e 

izations world-
d t 

s within and beyond the enter-
prise. Siemens OPENLink supports the interc

rma
2, d

 e
uc

le proc

 

rop
nge 

and reportable patient information via indust
standard formats and exchange mechanisms such as 
IHE XDS, XDR, and PIX Profiles. AIS enables the ex-
change of clinical information between systems 
within and beyond the enterprise, including those 
used by HIEs, public health registries, and ambulatory 
systems. Healthcare institutions may also leverage AIS 
as a key component of their strategies for meeting 
ARRA-HITECH meaningful use (MU) requirements. 

 

 

ent 

ly manages an 
ut provides ways to 

he enterprise, 
d document rout-

ing, secure sharing of electronic copies of documents 
with patients (including but not limited to CCDs), and 

 ability to securely send documents to patients and 
ersonal Health Records (PHR) via the Direct Project 

ISION medication recon-
ng as a way to 

o the retail or mail 
thin discharge recon-

s physicians to create 
discharge prescriptions. Soarian Clinicals or INVISION 
can then send the prescription via an outbound 
transaction through Surescripts® to the retail or mail 

s choice. The solution 
 Surescripts of 

tion status. 

ndent 
of 

protocol.  

e-Prescribing 

The Soarian Clinicals and INV
ciliation capabilities support e-prescribi
send prescriptions electronically t
order pharmacy. As a process wi
ciliation, the capability help

suppor

hange 
ts includ-
elimited 
x-
h as 
essing, 

order pharmacy of the patient’
can also receive a confirmation from
the prescription’s updated transac

HDX 

and formatting of messages in various fo
ing, but not limited to HL7, XML, and X1
and fixed-length formats. Messages can be
changed using communication protocols s
TCP/IP, SNA/SNA LU6.2, HTTP/HTTPS, fi
and secure file processing.  

Advanced Interoperability Service

AIS is a comprehensive set of hosted inte
technologies that provides for the excha

(AIS) 

erability 
of CCDs 
ry-

Healthcare Data Exchange (

Soarian Enterprise Docum
Management (EDM) 

Soarian EDM is a system that not on
enterprise’s internal documents, b
exchange them with others outside t
through features such as automate

the
to P

HDX) 
market leader in the healthcare in
ery of Electronic Data Interchang
providers, payers, and third-party
bination of expertise in both he
tion technology has firmly establish
subject matter experts and p

is regarded as a 
dustry for the deliv-

e (EDI) services to 
 customers. Its com-

althcare and informa-
ed HDX as trusted 

olicy shapers for EDI 
standards. 

HDX services are designed to support each aspect of 
the revenue cycle workflow, taking advantage of the 
standardization made possible by ASC X12 and HI-
PAA's transaction and code sets to offer a complete 
patient financial service solution. HDX's comprehen-
sive, integrated support of the revenue cycle from 
pre-registration to financial settlement is unsurpassed 
in functionality, interoperability, and security. 

 

http://www.medical.siemens.com/webapp/wcs/stores/servlet/ProductDisplay%7Eq_catalogId%7Ee_-1%7Ea_catTree%7Ee_100010,1008631,1025982,1025971%7Ea_langId%7Ee_-1%7Ea_productId%7Ee_190976%7Ea_storeId%7Ee_10001.htm
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Medical Device Interoperability 

Siemens offers interoperability solutions 
electronic flow of vital patien

that enable 
t information from 

ings, into 

ical Care

medical devices, under different care sett
the enterprise patient health record. 

For the intensive care settings, Soarian Crit  
orkflow by 

ers and 
ritical care 

bedside devices. The solution allows clinicians to 
sheet and 
 the pa-

ice Connect

helps the clinical staff streamline their w
collecting continuous physiological paramet
other types of patient data from various c

review the information via the clinician flow
validate the information prior to saving it in
tient's enterprise health record. 

For vital signs data collection, Soarian Dev  
ual steps 

le, noninva-
 from the 

record. 
at the col-

 Device 
tory for 

me patient. 

lp reduce 
r when a 
 system. 
clinical 

rmation becomes more 
quickly available to other clinicians. 

Siemens interoperability solutions follow a standard-
ized approach for communicating with non-Siemens 
systems and devices. They employ proven standards 
and protocols, such as HL7 and IHE-PCD

helps clinicians reduce the number of man
involved in this process. Data from portab
sive vital signs monitors flows electronically
monitor to the patient’s enterprise health 
With a few clicks, the clinician validates th
lected information is correct, and Soarian
Connect sends the data to the clinical reposi
access by other clinicians caring for the sa

These device connectivity solutions can he
opportunity for human error that can occu
clinician transcribes or enters data into the
And by facilitating the flow of data into the 
repository, vital patient info

, in communi-
cating medical device information. 

 

http://www.medical.siemens.com/webapp/wcs/stores/servlet/PSGenericDisplay%7Eq_catalogId%7Ee_-1%7Ea_langId%7Ee_-1%7Ea_pageId%7Ee_138483%7Ea_storeId%7Ee_10001.htm
http://www.medical.siemens.com/webapp/wcs/stores/servlet/PSGenericDisplay%7Eq_catalogId%7Ee_-1%7Ea_langId%7Ee_-1%7Ea_pageId%7Ee_138483%7Ea_storeId%7Ee_10001.htm
http://www.medical.siemens.com/webapp/wcs/stores/servlet/PSGenericDisplay%7Eq_catalogId%7Ee_-1%7Ea_langId%7Ee_-1%7Ea_pageId%7Ee_138483%7Ea_storeId%7Ee_10001.htm
http://www.medical.siemens.com/webapp/wcs/stores/servlet/PSGenericDisplay%7Eq_catalogId%7Ee_-1%7Ea_langId%7Ee_-1%7Ea_pageId%7Ee_138483%7Ea_storeId%7Ee_10001.htm
http://www.medical.siemens.com/webapp/wcs/stores/servlet/ProductDisplay%7Eq_catalogId%7Ee_-1%7Ea_catTree%7Ee_100010,1008631,1025982,1025971%7Ea_langId%7Ee_-1%7Ea_productId%7Ee_190978%7Ea_storeId%7Ee_10001.htm
http://www.medical.siemens.com/webapp/wcs/stores/servlet/ProductDisplay%7Eq_catalogId%7Ee_-1%7Ea_catTree%7Ee_100010,1008631,1025982,1025971%7Ea_langId%7Ee_-1%7Ea_productId%7Ee_190978%7Ea_storeId%7Ee_10001.htm
http://www.medical.siemens.com/webapp/wcs/stores/servlet/ProductDisplay%7Eq_catalogId%7Ee_-1%7Ea_catTree%7Ee_100010,1008631,1025982,1025971%7Ea_langId%7Ee_-1%7Ea_productId%7Ee_190978%7Ea_storeId%7Ee_10001.htm
http://www.medical.siemens.com/webapp/wcs/stores/servlet/ProductDisplay%7Eq_catalogId%7Ee_-1%7Ea_catTree%7Ee_100010,1008631,1025982,1025971%7Ea_langId%7Ee_-1%7Ea_productId%7Ee_190978%7Ea_storeId%7Ee_10001.htm
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Customer Scenario 1 – 

ider 

es look like? The following exampl

aire Long suffers a fall in her

Data Exchange 

The ability of systems to exchange and e
stand” data in the same way can support pro
efforts to improve efficiency and care qua
reduce the opportunity for human error. Bu
would a healthcare professional see it com
What does the actual application of these
gi

ven “under-
v

lity, and 
t how 

e together? 
 technolo-

e is the first stage 
ient story 
echnolo-

 assisted 

in a hypothetical, but entirely plausible, pat
regarding the utilization of data exchange t
gies. 

1) Patient Cl
living facility. Her personal physician 
and he suspects she may have fractur
She is pre-admitted to her local hospi
facility’s staff. 

2) When Claire arrives at the hospital, she 
to the radiology department where h
confirm she does indeed have a frac

is contacted 
ed her hip. 
tal by the 

is taken 
er x-rays 

tured hip. A 
custom interface connected to the h
Soarian HIS system sends an email mes
Claire’s personal physician. The email

ospital’s 
sage to 

 contains an 
HTML link to a secure website, linked to the DI-
COM x-ray image. While securely conn
Soarian, he initiates a fractured hip or

3) Claire is taken to a room where an ad
representative admi

ected to 
der set. 

missions 
he process, via ts her. During t

a model interface, Soarian initiate
HDX for validation of coverage. HDX fo
data request according to various 

s a request to 
rmats the 

 EDIX12  stan-
surance car-

eturned, and 
o

dards and communicates with the in
rier. Appropriate results are then r

c unter to 

e
ofile

from there Soarian will link every en
the responsible guarantor. 

4) Concurrently with the registration proc
Soarian triggers a 

ss, 
PIX IHE Pr  messag

regional HIE to synchronize the hospital al 
record number with the HIE’s numbers. This will 
facilitate swift and secure retrieval of relevant 
documents from the HIE. 

5) As Claire’s admissions process continues, the 
admitting nurse accesses the “External Docu-
ments” tab in Soarian Clinicals to see if there are 
any relevant documents in the regional HIE. (The 
PIX transaction enabled this link.) 

 

rough the Soarian 
Advanced Interoperability Service (AIS) via an 

e to the 
medic

 

6) Soarian connects to the HIE th

ATNA Profile and returns several CCDs for Claire 
via an XDS IHE Profile transac

7) The nurse views and accep

tion. 

ts the most recent CCD 
generated by Claire’s personal physician, and 

ment in the hospi-
gement system, 

 after surgery, Claire is 
 where she is placed on a 

 interfaces with 
nnect. Claire’s vital 
rectly to Soarian 
terface

with one click, stores the docu
tal’s local document mana
Soarian EDM. 

8) Due to some complications
admitted to the ICU
near-real-time monitor, which
Soarian via Soarian Device Co
signs data streams are sent di
Clinicals via another model in . 

y for discharge, her 
tions are sent via 

re a Semantic In-

9) Once Claire is stable and read
discharge medication prescrip
Surescripts to her pharmacy whe
teroperability strategy is leveraged to make sure 

re properly received 
l pharmacy computer. 

flow, Soarian Clini-
cals automatically generates Claire’s CCD

the hospital’s medications a
and understood by the loca

10) As part of the discharge work
 (which 

is an XML file wrapped in and HL7 message for-

ested it, discharge 
M to generate a pass-

s CCD

mat). 

11) Because Claire’s family requ
personnel use Soarian ED
word-encrypted copy of Claire’  on a thumb 

12) At the same time, Soarian’s workflow triggers AIS 
gional HIE via an 

drive. 

to send Claire’s CCD to the re
XDS IHE Profile message. 

13) Later, when Claire visits her personal physician 
for a follow-up visit, her doctor pulls the dis-
charge CCD from the HIE, bringing it back into his 
practice management systems via another XDS 
transaction. 
 

All the transactions in this story line leverage a form 
of data exchange – one of the three key components 
to a complete interoperability strategy. Next we will 
explore the infrastructure implications of interopera-
bility. 
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Exchanging data is the underlying assum
driving interoperability efficiency in a m
care system. But efficiencies can also be
tying syste

ptio
oder
 real

ms and infrastructures together m
fectively. The following technologies enhanc

utomatin

ion and 

he
or

ap
ling ad-

applicatio
tory. Initially, such efforts have been f
maintaining user identities that ma
access. However, standards are being dev
look to use that same infrastructure to mana
information related to users, staff, and medi
titioners at healthcare facilities. 

ate patient data, 
tion with all possible 
e a proposed tool, 

directory assistance 
service, focused on secure exchange of health infor-

supply information 
ct to providers not in 

wn to the sending 

ommittee (HITSC

n for 
n health-
ized by 
ore ef-
e the 
g the 

Provider Directories 

As previously defined, HIEs aggreg
but may not connect an organiza
providers. Provider Directories ar
analogous to the "411" telephone 

entire system by streamlining and a
network itself. 

User Authenticat
Identification 

Integration with Customer LDAP 

Increasingly, customers are looking to tie t
infrastructures (e.g., Microsoft Active Direct
Novell eDirectory™, Siemens DirX) to their 
infrastructures to centralize user-credentia
ministration for multiple 

ir LDAP 

mation. These directories would 
to help the organization conne
their HIE and not previously kno
system. 

According to the HIT Standards C

y, 
plication 

ns into one direc-
ocused on 

nage application 
eloped that 

ge other 
cal prac-

), 
archable 

change partici-
pants, their names, addresses and other characteris-

cure and reliable 
lth information.” These directories 

n exchange across 
y would become the “master provider 

r Directories are being 

LPD): a directory 

tory (ILPD): a direc-
 

rce within the 
recommendations to the U.S. 

government relative to the formation of these direc-
tories, and is still developing others. Their first prior-
ity is to standardize queries for Provider Digital Cer-
tificates that can be used to securely encrypt elec-
tronic messages. The result of this initiative, and the 
committee’s stated objective, will help “facilitate the 
rapid increase in secure electronic health information 
exchange throughout our health system.” 

Infrastructure implications of 
interoperability? 
What are the 

Provider Directories are “an electronic se
resource that lists all information ex

tics and that is used to support se
exchanges of hea
could facilitate patient informatio
the country. The
indexes” for regional HIEs. 

Currently, two types of Provide
considered by the committee: 

 Entity-Level Provider Directory (E
listing provider organizations 

 Individual-Level Provider Direc
tory listing individual providers

A special Provider Directory Task Fo
HITSC has made several 

 



 
White Paper   |   Interoperability in Healthcare   |   July 2011 15

Service-Oriented Architecture 

m
rpri

io
a

ee-tier models (thin-client/business 
A infrastructures 

rfaces a
screen-

on

What is SOA?  

A Service-Oriented Architecture (SOA) is a 
method of building an application or ente
infrastructure comprising assorted applicat
is in contrast with older architectures, such 
lithic two-tier models (client app/database se
and API-based thr

odern 
se-wide 
ns. This 
s mono-
rver), 

logic/database server). Older, non-SO
are recognized by point-to-point inte nd APIs, 
proprietary network communications, and 
scraping workarounds. 

SOA infrastructures share several comm
characteristics:  

  

 They involve loosely coupled applicatio
components that interact without the
heavy compile-time, version dependence

ns 
 need for 

, or syn-

and 

chronization at the data exchange level. 

 The provide course-grained business functionality 
mplish larger 
el without 
ller operations. 

encapsulated as "services" that acco
business goals at a more abstract lev
having to orchestrate dozens of sma

 They use standards-based integration tech
that ensure applications can interopera
difficult proprietary integration. 

nologies 
te without 

 They reuse application-provided functionality, 
used in 

phy

allowing a service to be built once and 
multiple contexts and processes. 

 They enable workflow/process choreogra  based 
osition of services that provide new 

business functionality and patterns not originally 
conceived by the application designers. 

What is a service?  

A service is a small, encapsulated piece of code that 
performs useful business functionality through data 
access and business logic and is reusable across many 
business processes.  

 

ty, workflow engine 
 functionality. Ap-

iples benefit from in-
 of concerns. From 
s an increased abil-

ity to adapt to changing business environments, 
faster speed of development, and enablement of 

nctionality through application and 
workflow compositions. 

ed technical standards, such as Web 
Services, HTTP

on the comp

 

Benefits of SOA  

SOA enables application modulari
integration, and reuse of business
plications based on SOA princ
creased scalability, and separation
a business perspective, SOA allow

more complex fu

SOA and Interoperability  

Well-establish
, SOAP, and REST, allow for syntactic 

interoperability and network interoperability. Health-
care-related semantic service standards, such as HL7 
v3, lead towards more capability, interoperability, and 
semantic interoperability. 
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Workflow Engine (Business 
Process Management) 

fer to
wev

siness Process Management Sys
w
 

s processes that are c
configurable and execute an objective over t

s, domains, hum
tivities, automation technologies, and produ

nt or sys-
s business 

d ending 
esses in response to enterprise events. The work-

flow engine “listens” for events of interest, invokes 
business and clinical rules, and interacts with data 
and business services. Rounding out the capabilities 
of a workflow engine are managing work lists or 
queues and communicating information to and from 
users. 

 

 

rds in workflow mod-
ome standards such 
guage (BPEL) and 

MN) have 
e in expressing the 
flow engine prod-

rkflow engine) provide 
xport of process 
esign layout tools 

 Business Studio™. 

orkflow engine 

ovide "process interoperabil-
ity" that crosses system boundaries. Processes are 
usually measured for effectiveness, quality, time, or 
cost improvements. To that end, workflow engines 
can be coupled to analytics tools which enable moni-
toring of key performance indicators (KPIs). 

What is a workflow?  

The word "workflow" is often used to re
steps people perform for a given task. Ho
context of Bu

 the 
er, in the 
tems 
" fo-

health-

Workflow Standards  

The level of maturity for standa
els and engines is still evolving. S
as Business Process Execution Lan
Business Process Modeling Notation (BP
some traction, but are incomplet
workflows completely. Most work

(BPMS), the following definition of "workflo
cuses on the different aspects that enable a
care enterprise: 

“Workflows are busines ustomer-
ucts (including the Soarian wo

ime. 
an ac-

cts that 

some capabilities for import and e
models, particularly to and from d
such as Microsoft Visio® or TIBCO

Process interoperability via a w

A workflow engine can pr

They involve multiple person

don’t normally interoperate.” 

What is a workflow engine? 

A workflow engine is a software compone
tem that actively manages and execute
process models by starting, continuing, an
proc
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Siemens Answers – 
Infrastructure Interoperab

 

ptio
man

ie
ft
 ea
on

pport relies on the 
Active Directory for user credentials a

credentials into the Active Directory us

ork via their f
print or palm vein patterns. Identif

binations of biomet i
cards (what you have), and 

ed Archi-
, Soarian 

at can be orchestrated 
from within the Soarian workflow engine. As time 
goes on, additional application services will be avail-
able for use from outside Soarian by other applica-
tions. Additional product capabilities such as the Web 
Service/XML capabilities of Siemens OPENLink also 
contribute to the expansion of SOA throughout Sie-
mens customer organizations. But the real power of 
Soarian’s SOA is in enabling how the Soarian work-
flow engine leverages software services. 

dern SOA architec-
icated collection 
s.” These services 

can be connected to, called upon, and even rear-
 provide customer-unique functionality. This 

kflow engine. 

rovides enterprise-
f an enterprise SOA 

les-based systems can 
e goal of a true engine 

rchestrate complex and unique time-based

ility 

Soarian Workflow Engine 

Because Siemens is leveraging mo
ture, Soarian is essentially a sophist
“service bundles,” or simply “service

CDS – Customer Directory Support

Customer Directory Support (CDS) is an o
mens feature that enables a customer to 
identities and permissions for supporting S
applications within the customer’s Microso

nal Sie-
age user 

mens 
 Active 
ch Sie-
s man-

is achieved via the Soarian wor

Features and Benefits 

The Soarian workflow engine p
wide workflow controls as part o
infrastructure. While rigid ru

Directory infrastructure rather than within
mens application independently. (Permissi
agement is also available for portions of the
application suite.) 

Customer Directory Su

 Soarian provide similar functionality, th
is to o

customer’s 
nd group mem-

berships. The customer is responsible for loading user 
ing various 

tools and preferred methods. 

ID Center/Biometric Authenticat

ID Center is a central authentication service t
vides the basis for deciding who will get acces
mission-critical software applications an
can log on to a Windows® netw

ion 

hat pro-
s to 

d data. Users 
inger-

ication schemes 
r c data (what you 

PINs or pass-
can include com
are), smart 
words (what you know). In ID Center it is a
to manage the biometric data needed fo
access to buildings and synchronize this dat
door readers via a network connection. 

Soarian SOA 

Soarian was designed with a Service-Orient
tecture from the beginning. For example
Clinicals has over 50 services th

lso possible 
r controlling 

a with 

ranged to

 
rprise. Additional en-

tiators include these capabilities: 

 tasks across care 

g” in the background, constantly 

itions signifies a 
 engine has the ability 

s designed by the 

processes across an entire ente
gine differen

 Simultaneous coordination of
provider settings. 

 Quiet “listenin
reviewing event criteria. 

 When a condition or set of cond
potential issue, the workflow
to engage and address the issue a
organization’s unique process.

 The ability to provide resp

 

onses in the form of a 
cation or a more complex se-

ns, actions, or or-

Support for visualization of business processes via 
 allows processes to be rapidly 

stom coding. 

 include: 

 monitor processes for continu-
pt to changing patient 

requirements. 

 Enhanced clinical decision-making. 

 Reduced costs through streamlined processes and 
elimination of manual steps. 

 Promotion of best practices by reducing variability 
in old, manual workflow processes. 

 Proactive identification of risks that impact out-
comes. 

simple end-user notifi
ries of notifications, calculatio
ders. 

 

a design tool. This
adapted by analysts without cu

Benefits in a healthcare setting

 Improved ability to
ous improvement and to ada
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Figure 4.  Visual Editor for 
in a healthcare setting. 

a workflow engine 

cenario 2 – 

architecture, in conjunction with a workf
allows various infrastructure components t
aged to give organizations control over com
previously immeasurable time-based events.

 

 

 

orkflow event 
is triggered to query the HIS for positive pa-

n-resistant Staphy-
us (MRSA). 

ltiple events are ini-
orkflow engine: 

r is informed, and 
e message or the 

ion. 

4) The doctor, staff nurse, and infection control 
department are also notified by various com-

, text, pager, etc.), 
s flagged to remain in isola-

gative or unknown, 
ening is initiated.  

listens” for a result. 

urns a positive result, 
are triggered to up-

date all systems and notify appropriate per-
sonnel to maintain isolation. 

8) If screening returns a negative result, the 
remaining processes are triggered to update 
all systems and notify all appropriate per-
sonnel to remove the patient from isolation. 

 

Customer S
Infrastructure 

In the first customer scenario we followed 
tive to a patient experience. For our infras
scenario, we will focus on broader processe
affect a patient, but cross over organizatio
and affect many more people. The followin
and storyline represents a workflow proces
tion control in a hospital setting. A service-

data rela-
tructure 

 

1) Upon patient registration, a w

s that still 
nal lines 

tient history of Methicilli
lococcus aure

g graphic 
s for infec-
oriented 

2) If history is positive, mu
tiated by the w

low engine, 
o be lever-
plex, and 
 

3) The nursing bed superviso
she must acknowledge th
system will send a notificat

munication forms (email
and the patient i
tion. 
 

5) If the MRSA history is ne
a MRSA scre

6) The workflow engine “

7) If the MRSA screen ret
the remaining processes 
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Most healthcare organizations rely on sev
ized applications to enable clinicians and ot
fessionals to provide care to patients. Oft
vidual user may need data or functional
available in several different

era
h

en an indi-
ity th

 applications to p
given workflow. User Interface (UI) interoperabili

en mu
applications quickly and accurately. 

bilit

 is the
ation to launch another. This could be a 

 th
 w

tions
ith

pe
s interopera-
“a se
 the
har

es
m

ber, to improve end-user e
accuracy in completing a workflow 

ending on 
 needs being a

e scenarios, the most 

HIPAA rules demand that security and privacy con-
cerns are addressed when integrating user interfaces. 
First, when the user context is passed, systems must 
make sure the end user has sufficient access privi-
leges to view the information being requested.  

Second, consideration must be given to secure the 
transmission of contextual data. For example, 
browser-based applications can frequently accept 
context or other information as parameters passed in 

 may be passed “in 
lear,” meaning that the context information can 

be read as it crosses the network. Various forms of 
d be considered to pass the parame-

s are still emerging. 
contribute to 

standards bodies to evolve these technologies. At the 
moment, most of these standards are being applied 
to applications within a single vendor’s portfolio, but 

ndors is increasing. 

orkgroup’s (CCOW

l special-
er pro-

Security and Privacy 
Considerations 

a URL. However, that information
the c

at is 
erform a 

encryption shoul
ters securely. 

ty 
ltiple 

y 

Industry Standards 

Today, UI interoperability standard
Healthcare IT vendors like Siemens 

enables the user to easily move betwe

Levels of UI Interopera

The simplest form of UI Interoperability
of one applic

 ability 

button or a link in the primary application
launches a second application on the same
station. From that point the two applica
simply running on the same workstation w
other interaction. 

A more sophisticated and helpful UI intero
solution involves “context sharing.” In thi
bility framework, a context is defined as 
common things that frame and constrain
interactions with applications.” Context s
curs when one application not only launch
but it passes unique information, such as a 
record num

at 
ork-
 are 
 no 

rability 

participation between different ve

CCOW 

The HL7 Clinical Context Object W

t of 
 user's 

ing oc-
 another, 
edical 

 fficiency and 
objective. The 

the applica-context passed will vary dep
tions involved or the
launch. In healthcar

ddressed by the 
common 

sing the ap-
se data is 

contexts are the identity of the person u
plication and the identity of the patient who
being managed. 

) 
 to define standards that enable the visual 

ions. The group has 
the context between 

the same desk-
otocol, meaning that all 

applications participating in the context can change 

ral contexts, the 
“user.”  

hat enables appli-
y a separate 

s as follows: 

tion is started, it 
xt manager to find 

r that workstation. 

 If a context already exists for that workstation, the 
application “joins” the context and displays infor-
mation consistent for the context. For example, if 
the “patient” context is set to patient X, the appli-
cation will display information for patient X. 

 Finally, if a context match does not exist, it is the 
responsibility of the context manager to create a 
new context and set the context based on informa-
tion provided by the application requesting the 
context. 

 

What is User Interface Interoperability? 

mission is
integration of healthcare applicat
created a standard to manage 
two or more applications running on 
top. CCOW is a peer-to-peer pr

the context information. 

The CCOW standard defines seve
most common of which are “patient” and 
CCOW also provides a framework t
cations to “join a context” managed b
“context manager.” 

A CCOW transaction function

 When a CCOW-enabled applica
communicates with the conte
out if a context already exists fo
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Even though CCOW is considered an industry
 it

d b
ors. As a result, there is no guarantee t

he 

e
tion, which facilitates the exchange of c

e 
ers can have significant license and

 different ways, resulting in

d a
s. 

o Since different applications typically
ferent identifiers for patients and/or
is necessary to implement “context 
so applications know how to find th
context. 

guage (SAML

 stan-
s wide-

y many 

SAML 

Security Assertion Markup Lan

dard, challenges still exist that are slowing
spread adoption: 

 The standard has not been implemente
vend

) is an 
changing authentica-

zation data between security do-
ASIS Security Ser-

vide a solution for 
 Single sign-on 

ranet level (using 
cookies, for example) but extending these solutions 

problematic and has led 
to the proliferation of incompatible proprietary tech-

he typical SAML workflow involves three partici-

owser that the user is 
running to request a service such as access to an 

ly an application that 
user is requesting 

verifies the identity of 

m a service pro-
n requests the iden-

 request is fulfilled by the identity provider, 
 to the service pro-

ket of security in-
p for the assertion 

ject (S), and valida-
s of this assertion, the 

service provider decides whether or not to provide 
the service to the user. 

SAML can be used to pass other information to the 
service provider, although currently no industry stan-
dards exist that define this use case. SAML can be 
used to authenticate the user using UI interoperability 
to launch a second application if both applications 
support SAML. 

 

hat all 
CCOW 

r appli-
ontext 

context 

applications installed at a site support t
standard. 

 CCOW requires a separate context manag
ca
information between applications. Thes
manag  support 
fees. 

 Implementation of CCOW can be chal
expensive: 

o Vendors have interpreted the CCO
in

lenging and 

W standard 
 the need to 

ementa-tweak configurations during impl
tions. Some vendors have had to c
“CCOW enablers,” which provide CC
functionality to non-CCOW-enable
tion

reate 
OW-like 

pplica-

 use dif-
 users, it 
mapping” 
e correct 

XML-based open standard for ex
tion and authori
mains. SAML is a product of the O
vices Technical Committee. 

SAML’s primary objective is to pro
web browser Single Sign-On (SSO).
solutions are abundant at the int

beyond the intranet has been 

nologies. 

T
pants: 

 The user agent, typically a br

application 

 The service provider, typical
can provide a service that the 
access to 

 The identity provider, which 
the user to the service provider 

When a user requests a service fro
vider, the service provider in tur
tity. This
which passes a “SAML assertion”
vider. An assertion contains a pac
formation that includes a time stam
issuance (t), the issuer (R), the sub
tion conditions (C). On the basi
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Siemens Answers – 
User Interface Interoper

Proprietary standards are simply standard
specific to a single application or vendo
discussion, these standard

ability 

s that are 
r. For this 

s can be used to enable 
interoperability between applications from one ven-

r but usually are not used to interoperate with 
plications from other vendors. 

 Interface 
 used to en-

e interoperability between Siemens applications. 
The UIIP enables many applications to share a com-

n user session with a single log on / log off and a 
le coordinated inactivity timeout. It also provides 

pplica-

 the global 
e key data 

der a single 
a software 

essions. The 
 (parent) establishes a session with 

the GSM; when launching other (child) applications, 
the parent passes session information to enable the 
child to contact the GSM and retrieve the user ID. 

Many Siemens applications support GSM interopera-
bility workflows which use GSM to enable one appli-
cation to launch and pass context information to 
another application. 

 

do
ap

UIIP 

Siemens has developed the proprietary User
Interoperability Protocol (UIIP), which is
abl

mo
sing
ways to pass context between participant a
tions. 

GSM 

The key element of the UIIP architecture is
session. A global session is used to shar
between different applications running un
user. The Global Session Manager (GSM) is 
module responsible for managing user s
first application
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Customer Scenario 3 – 

app 2app 2app 1app 1

app 1
UI      app 2

UI app 2app 2app 1app 1

app 1
UI      app 2

UI

Figure 5.  Healthcare workers can be more efficient, accurate, and have a 
better end-user experience when applications incorporate user interface 
interoperability features, such as CCOW. 

ies can be applied 

Sandy’s biometrics are stor

User Interface Interopera

In our final customer scenario we will see h
operability technolog

bility 

ow inter-
to user inter-

rse’s 
 patient in 

faces. In this case, our script will follow a nu
experience as she works with an unfamiliar
an acute-care environment. 

1) Jane Grafton, an 85 year-old female, is
to the emergency room complaining 
comfort. Jane's first stop is with triage
Sandy, who gets her vital signs. Sandy
into Soarian via a fingerprint reader o
ric mouse. 

 brought 
of chest dis-

 nurse, 
 easily logs 

n a biomet-
ed in the 

Siemens ID Center, which interoperate
hospital’s Microsoft 

s with the 
LDAP Active Directo

date her network credentials and applic
cess parameters. 

2) Once logged in, Sandy documents the hist
Jane's complaint, past medical problem
medicat

ry to vali-
ation ac-

ory of 
s, current 

s memory is-ions and allergies. But Jane'

s an interoperable ambu-
latory EHR system, Sandy is able to access Jane's 
ambulatory record. Leveraging the CCOW

n't what it used to be, and when asked a
medications, she has trouble recalling
taking for her heart condition. Jane als
she has a drug allergy to penicillin—sh
She does remember her doctor's name—
Borden. 

3) Because Dr. Borden use

bout her 
 what she's 
o says that 
e thinks. 

Dr. Judd 

 patient 
context sharing capabilities of both Soarian and 
the ambulatory system, Sandy is automatically di-
rected to Jane's ambulatory medical record, 
where she can review Jane’s current medications, 
problems, and allergies. 

 

llergic to peni-
 was recently di-

ibrillation for which 
xin and Cou-

In addition, Sandy is able to see that last 
ich was normal, and 

or which Dr. Borden 

an, Dr. Spidell, or-
he immediately 

evious EKG from Dr. Borden. 
arison because she 
tory EHR via CCOW

 

4) Sandy learns that Jane is indeed a
cillin. She also learns that Jane
agnosed with chronic Atrial F
Dr. Borden has prescribed Digo
madin®. 
month Jane had an EKG, wh
that Jane has a hiatal hernia f
has prescribed Nexium.  

5) The emergency room physici
ders a new EKG for Jane, which s
compares with the pr
She is able to make the comp
too has access to the ambula  

ers lab work, which 
C. 

normal, but Jane's 
ysician notes that 

s are clear and orders a urine test, 
or a urinary tract in-

rrent and accu-
 user interface inter-
 knows that Jane is 

ders Bactrim as an 

7) To administer the medication, the nurse notes 
the medication order in Soarian Clinicals and 
launches the Med Administration Check™ appli-
cation from a GSM

interoperability. She also ord
includes a Digoxin level and a CB

6) The Digoxin level comes back 
WBCs are elevated. The ER ph
Jane's lung
which comes back positive f
fection. Because of access to cu
rate medical information via
operability, the ER physician
allergic to penicillin, so she or
oral antibiotic treatment.  

-enabled link within Soarian 
Clinicals. This connectivity enhances the effi-
ciency of the clinician and helps improve provider 
drug administration accuracy. 
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 the effi-
are system. 
will face 
eive data as 

 why in-
citly or 
merican 
eaningful 

Interoperability, in all its forms, is critical to
ciency and accuracy of our entire healthc
And for the foreseeable future, providers 
increasing pressure to both share and rec
well as connections to third-parties. That is
teroperability requirements are either expli
implicitly stated throughout much of the A
Recovery and Reinvestment Act of 2009 M
Use Core and Menu sets. Enhanced inte
a key facto

roperability is 
r in supporting provider initiatives for im-

and clini-
educe pro-
ts, and 

nd adaptable 
e requirements of 

its customers. Siemens actively participates in nu-
merous industry standards organizations and regula-
tory bodies. As additional standards and regulations 
develop, we will continue to lead the industry and 
work them into our formal product plans. 

 

 

Conclusion 

proving patient outcomes, patient affinity, 
cian satisfaction, as well as in helping to r
vider inefficiencies, medical adverse even
medical costs. 

Siemens is committed to being flexible a
to these changes in addition to th

https://www.cms.gov/EHRIncentivePrograms/30_Meaningful_Use.asp
https://www.cms.gov/EHRIncentivePrograms/30_Meaningful_Use.asp
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Glossary 

OW
synchronize in real-time, and at the user-interface level. It is vendor independent a
present information at the desktop and/or portal level in a unified way. 
 
CCOW is the p

 CC  Clinical Context Object Workgroup is an HL7 standard protocol designed to enable disparate applications to 
nd allows applications to 

rimary standard protocol in healthcare to facilitate a process called "Context Management." 
ser, patient, clinical en-

sees them operate in 

 E ept defined as a system-
lations. It is a record in digi-

tal format that is capable of being shared across different health care settings, by being embedded in net-
tion systems. 

 E efined as the legal 
ls and ambulatory environments that is the data source for the EHR. 

 ange (noun) 
on among organizations 

t limited to the ability to elec-
s while maintaining the 

Health information exchange (verb) 
ng to nationally recog-

t-centered care. 

 LD  users on a network such 
hat a user is and is not allowed to access. LDAP is vendor- and 

platform-neutral, working across otherwise incompatible systems. 

 LO d for identifying medi-
de names and identifiers to medical terminology re-

lated to the electronic health record. The purpose is to assist in the electronic exchange and gathering of 
t and research). The 
nosis, nursing inter-

 ct services, including: 
 other network information, 

 Sema
 Interoperab rmation properly interpreted 

receiving system in the same sense as intended by the transmitting system. A key concept is that 
both computer systems and humans must be able to interpret the information in the same way. 

 SNOMED  
 (SNOMED CT) Systematized Nomenclature of Medicine (Clinical Terminology) is a clinical healthcare terminology resource 

with comprehensive, scientifically-validated content that cross-maps to other international standards. 
 
SNOMED CT provides the core general terminology for the electronic health record (EHR) and contains more 
than 311,000 active concepts with unique meanings and formal logic-based definitions organized into hier-
archies. When implemented in software applications, SNOMED CT can be used to represent clinically rele-
vant information consistently, reliably and comprehensively as an integral part of producing electronic 
health records. 

Context Management is the process of using particular "subjects" of interest (e.g., u
counter, charge item, etc.) to 'virtually' link disparate applications so that the end-user 
a unified, cohesive way. 

HR Electronic health record (also electronic patient record or EPR) is an evolving conc
atic collection of electronic health information about individual patients or popu

work-connected enterprise-wide informa

MR Often used interchangeably with EHR and EPR, the Electronic Medical Record can be d
patient record created in hospita

HIE Health Information Exch
An organization that oversees and governs the exchange of health-related informati
according to nationally recognized standards. Capabilities include but are no
tronically move clinical information among disparate health care information system
meaning of the information being exchanged. 
 

The electronic movement of health-related information among organizations accordi
nized standards to provide safer, more timely, efficient, effective, equitable, patien

AP Lightweight Directory Access Protocol helps manage information about authorized
as names, phone numbers, addresses, and w

INC Logical Observation Identifiers Names and Codes is a database and universal standar
cal laboratory observations. LOINC applies universal co

clinical results (such as laboratory tests, clinical observations, outcomes managemen
database includes not just medical and laboratory code names, but also: nursing diag
ventions, outcomes classification, and patient care data set. 

 Microsoft Active  
Dire ory Active Directory is a technology created by Microsoft that provides a variety of network 

LDAP directory services, Kerberos-based authentication, DNS-based naming and
Central location for network administration and delegation of authority. 

ntic  
ility The ability of computer systems to communicate information and have that info

by the 

 



 

 

White Paper   |   Interoperability in Healthcare   |   July 2011 25

 

 

 

© 2011 Siemens Medical Solutions USA, Inc. 
 
A9116-111947-C1-4A00 
 
7-2011 
 
 

Siemens Medical Solutions 
USA, Inc. 
51 Valley Stream Parkway  
Malvern, PA, USA  19355  
 
Telephone: 1-888-826-9702 
 
 


	What is interoperability?
	What are the data exchange implications ofinteroperability?
	Traditional Data ExchangeInterfaces
	Data Exchange Standards
	X12
	HL7
	HL7 version 2.x
	HL7 version 3
	RIM - ISO/HL7 21731
	CDA / CCD / CCR
	IHE Profiles and Standards
	DICOM
	XML

	Semantic Interoperability
	Siemens Answers – DataExchange Interoperability
	Siemens Clinical and Revenue CycleApplications
	Siemens OPENLink
	Advanced Interoperability Service (AIS)
	Soarian Enterprise DocumentManagement (EDM)
	e-Prescribing
	HDX
	Medical Device Interoperability

	Customer Scenario 1 –Data Exchange

	What are the Infrastructure implications ofinteroperability?
	User Authentication andIdentification
	Provider Directories
	Service-Oriented Architecture
	What is SOA? 
	Benefits of SOA 
	SOA and Interoperability 

	Workflow Engine (Business Process Management)
	What is a workflow? 
	What is a workflow engine?
	Workflow Standards 

	Siemens Answers –Infrastructure Interoperability
	CDS – Customer Directory Support
	ID Center/Biometric Authentication
	Soarian SOA
	Soarian Workflow Engine

	Customer Scenario 2 –Infrastructure

	What is User Interface Interoperability?
	Levels of UI Interoperability
	Security and PrivacyConsiderations
	Industry Standards
	CCOW
	SAML

	Siemens Answers –User Interface Interoperability
	UIIP
	GSM

	Customer Scenario 3 –User Interface Interoperability

	Conclusion
	Glossary


